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The latest product enhancement (PCN HC030703 DI enhancement) introduced to all
MARC4 products during 2003, leads, under some conditions, to unforeseen and
unwanted behavior. The circuit may not process interrupts correctly. All above men-
tioned MARC4 products are affected. This document describes what happens
internally in the controller and how the issue was solved.

Result of Analyzing Misbehavior in Interrupt Processing

Status

Figure 1 on page 2 shows a simplified block diagram of the MARC4 interrupt control-
ler. It consists of a pending register that keeps all interrupt requests until they have
been processed, the priority decoder and the priority register that select the interrupt
with the highest priority, and the active register that keeps the interrupts in process
until the corresponding RTI has been executed.
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Modification

ATMEL

Figure 1. General Structure of the Interrupt Controller
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During the RTI, the RESET Enable block controls that the RESET only removes the just fin-
ished interrupt, i.e., the one with the highest priority, from the pending and the active register.
The first CLOCK1 is redundant, the next CLOCK1 signal following the RESET transfers the
modified information from the pending to the priority register. If more than 1 interrupt is pend-
ing, only the flag for the interrupt with the highest priority is set to “1” in the priority register.
CLOCK2 updates the active register. If there is already an interrupt active, it has not been
overwritten by the new priority. Only interrupts with a priority higher than the one just active are
added to the active register. This allows the controller to return to the previous interrupt ser-
vice routine when it has finished processing the interrupt with the higher priority.

Figure 2. General Timing of the Reset Sequence
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The modification introduced to all MARC4 circuits has been initiated due to the fact that since
“Issue 4” described in the “MARC4 Microcontroller Enhancement Report (revision
4668B-4BMCU-04/04)” might cause faulty behavior in conjunction with the DI/RTI commands.
Unfortunately, the measure to remove the El-function from the RTI resulted in an undetected
side effect.
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Example 1
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If an interrupt occurs at the same time as a DI-command, the internal timing of the following
RTI is slightly changed. The result, visible in the application, additionally depends on the com-
mand following the DI (no effect if NOP follows DI, no more interrupts if a CALL follows DI).
The behavior and the timing of the reset sequence do not change if the interrupt does not
occur simultaneously with a DI command

The root cause is an unforeseen influence of DI, the command following DI and the RTI to the
CLOCK1-gating signal. The duration of this decoded signal is shortened if the enable interrupt
flag is reset (interrupt disabled). Depending on the command following the DI, the valid and
necessary second CLOCK1 is reduced to a spike (NOP) or completely disappears (CALL,
LIT_x...).

Figure 3. Spike in the Reset Sequence
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The effect of this behavior to the interrupt registers is the following. If an interrupt exactly
meets a DI, it is nevertheless stored in the pending register, transferred to the priority register
and then to the active register (Figure 4). It stays in the active register as long as the controller
does not return from the corresponding interrupt service routine.

Figure 4. Status Before RTI
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The above described modified reset sequence starts with the RTI. If the command following
the Dl is a CALL, the first CLOCK1 does not change anything, the RESET forces the relevant
bits from pending and active register to zero, the next CLOCK1 signal is missing and leaves
the priority register unchanged, the adjacent CLOCK2 takes over the information from the pri-
ority to the active register again (Figure 5). As long as the active register is set, the controller
cannot execute a new interrupt of the same or a lower priority.

Figure 5. Status After RTI
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Even an interrupt with a higher priority, entering the pending register, does not finish this
lock-up condition. This event leads to an update of the priority register. Only one interrupt, the
one with the highest priority, is stored here. It does not delete the wrong contents from the
active register but adds the higher priority interrupt to it. Deleting an interrupt from the active
register is only possible if the corresponding bit of the priority register is set.
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Figure 6. Interrupt with Higher Priority Appears
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The RTI resets the bits of the active and the pending register that are marked in the priority
register. This new content is evaluated and transferred to the priority register. Then, the higher
interrupt will be finished, but the lower one will be still kept in the active register, continuously
disabling interrupts of the same or lower priority.

Figure 7. Interrupt with Higher Priority Finished
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Example 2 The following example describes a special condition: A first interrupt (for example INT2) has
entered the pending register normally, is active and the service routine is just under execution.
This routine contains a DI command. If a second interrupt (for example INT4) with a higher pri-
ority exactly meets this DI, the DI will be executed but the controller jumps to the service
routine related to the higher interrupt. The register status at this moment is given in Figure 8.

Figure 8. Interrupted Interrupt

INT- Prio- INT- Modify INT-
Pending Decoder Prio Active Active
RESET |
= RESET — ey
Enable )
7 __ __ ___ —
6 __ __ ___ L
5 __ __ ___ -
Intgrrupt 4 — — 1 — 1 UL
lines || || —
3 L I
2 11 10 1 M
1 __ __ ___ -
0 __ __ ___ -
CLOCK1 CLOCK2

Finishing INT4 causes the program control to switch back to the INT2 service routine that was
interrupted before. Due to the missing CLOCK1 after RESET, however, the priority and the
active register stay unchanged after the reset sequence, while the INT4 flag in the pending
register is deleted.

Figure 9. After Return from INT4
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Enhancement
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Then, the controller continues processing the INT2 service routine. Leaving this routine with
the RTI activates once more the reset sequence. The highest interrupt, marked in priority and
active register, is deleted from the pending and the active register with RESET. CLOCK1 and
CLOCK2 update the priority and the active register as shown in Figure 10.

Figure 10. After Return from INT2
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This time it is not the interrupt that met the DI (INT4), but the one that has already been active
before (INT2) that blocks further interrupts of the same or lower priority.

The described function is caused by an undetected influence to the timing of the interrupt con-
troller's reset sequence. To solve this issue, Atmel will correct the timing. First, the MTP-parts
ATAMB93 and ATAM894 will incorporate this enhancement. The modification under test con-
ditions is shown in Figure 11.

Figure 11. Modified Timing
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Moving the RESET in front of the first CLOCK1 solves the issue of the missing second
CLOCK1. Now, the reset sequence starts with the RESET of the active and pending register,
then CLOCK1 updates the priority register and CLOCK2 updates the active register. To
ensure proper operation under all conditions, intensive simulations with different software con-
figurations are ongoing. The hardware revisions of the corrected MTPs will be named
ATAMB893T and ATAMB894R. They will be available in Q3/2004.
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